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The Impacts of CCPA 
and AI in Employment 



California Consumer 
Privacy Act



California Consumer Privacy Act (CCPA) –
Brief Chronology

Passed –
June 28 

2018

Amended –

Sept 23 2018, 

Oct 11 2019

Effective 

(in part) –

Jan 1 

2020

Enforceable 
(in part) –

July 1 2020

Regulations 

effective –

Aug 14 

2020

Amended –

Sept 25, 29 

2020

Amendments to 

CCPA regulations 

proposed –

Oct 2020, Dec 2020

Prop 24 (CPRA) 

approved –

Nov 3 2020

(B2B and employee 

exemptions extended to 

July 1 2023)

CCPA 
regulations 
amended –

Mar 15 2021



California Privacy Rights and Enforcement 
Act (CPRA) – Brief Chronology

CPRA effective –

Dec 16 2020

Board of California Privacy 

Protection Agency (CPPA) 

appointed – Mar 17 2021

CPPA responsible for 

CPRA rulemaking 

process – July 1 2021 

Final CPRA Regulations 

due – July 1 2022; likely 

December 2022

CPRA operative –
Jan 1 2023

CPRA enforceable –
July 1 2023



What Information 
Is In Scope?



Broad Definition of Personal Information

“Personal information” means information [excluding publicly available 
information] that identifies, relates to, describes, is reasonably capable of being 
associated with, or could reasonably be linked, directly or indirectly, with a 
particular consumer or household. Personal information includes, but is not 
limited to…

▪ 27 non-exclusive categories of personal information listed in the statute 

• Unique personal identifiers (IP addresses)

• Electronic network activity (search history/interactions with advertisement)

• Geolocation data

• Inferences drawn to create a profile about a consumer

• Professional or employment-related information

• Education information



Employment-Related Information

▪ The people: job applicants, independent contractors, directors, 
employees, their beneficiaries, dependents, emergency contacts (current 
and former)

▪ All the ERI you can think of:

• Employee emails, personal effects in an employee’s office, personal 
documents on work computer, work phone usage, work product, 
browser history, etc. 

• Org charts, references and performance reviews, compensation and 
benefits, career development planning

• Employee leave, succession planning, providing references, training logs

• Employment law obligations, video footage, background checks, drug 
test results



What’s Required?



Don’t Panic Over this Rights Section

▪ Well, don’t panic immediately…

▪ There are significant exemptions that reduce what a company 
must share or delete

▪ But, the extraordinary breadth of the personal information 
definition means that a lot of ERI will still be implicated, while 
the exemptions permit the company to protect/retain the 
important ERI



Rights to Know and Access

▪ Under the CPRA, employees will have the right to know about 
and obtain a copy of the personal information that the 
business collects about them. The person requesting need not 
provide a reason for the request.

▪ Keep in mind the interaction between the CPRA ERI 
requirements and others that exist per the California Labor 
Code (CLC), such as payroll records (CLC 226), signed 
documents (CLC 432), and personnel files (CLC 1198.5).

▪ CPRA response times may also differ from the CLC.



Right to Delete

▪ The CPRA grants consumers the right to delete ERI collected 
from or about them, subject to exceptions.

▪ This is perhaps the right that concerns employers the most.

▪ Employers will need to assess federal, state and local 
retention requirements when responding to a CPRA deletion 
request, including the Americans with Disabilities Act, Family 
Medical Leave Act, Age Discrimination in Employment Act and 
Fair Labor Standards Act.



Right to Opt-Out of Sale or Sharing

▪ The CPRA grants employees the right to opt-out of an 
employer’s sale or sharing of their personal information. 

▪ While most employers do not “sell” employee data as that 
term is typically understood, the CPRA’s definition of “sale” is 
very broad and would include disclosing employee personal 
information to a vendor, such as a payroll company, without 
concluding a CPRA service provider agreement with the 
vendor. 

▪ “Sharing” is defined to mean sharing with a third party for 
cross-context behavioral advertising.



Right to Opt-Out of Automated Decision-
Making Technology

▪ The CPRA provides consumers, including employees, with the 
right to opt out of a business’s use of “automated decision-
making technology.” 

▪ For example, profiling employees based on their 
“performance at work, economic situation, health, personal 
preferences, interests, reliability, behavior, location or 
movements.”

▪ This right has yet to be defined by the California Privacy 
Protection Agency (CPPA), which is charged with adopting 
related regulations.



Right to Correct Inaccurate ERI

▪ The CPRA creates a new right to correct personal information 
that is inaccurate, which would extend to employees. 

▪ An employer must use “commercially reasonable efforts” to 
correct inaccurate ERI upon the person’s request.

▪ This right has yet to be clarified in regulations to be issued by 
the CPPA.



Right to Limit Use and Disclosure of 
Sensitive Personal Information

▪ Consumers may elect to limit use and disclosure of “sensitive 
personal information,” which is defined to include (1) precise 
geolocation data, (2) racial or ethnic origin, (3) union 
membership, (4) the contents of certain employee email and 
text messages, and (5) biometric information.

▪ This right only applies to use of sensitive personal information 
other than what would be “reasonably expected by an 
average” consumer/employee. 

▪ Collection of sensitive personal information by an employer, 
such as racial or ethnic origin, for diversity and inclusion 
purposes may therefore be permitted under an exception.



Notice Requirements Under the 
CCPA/CPRA

▪ Point of collection notice.  

• Businesses must notify “consumers,” including employees and job applicants prior to or at the 
point of collection of the categories of personal information collected and how the personal 
information will be used.

• CPRA - The purposes for which categories of both sensitive personal information and personal 
information are collected or used and whether such information is sold or shared.

• CPRA - The length of time the business intends to retain each category of personal information, 
or where this is impossible, the criteria used to determine such period.

▪ Privacy policy.  

• Businesses must disclose a description of CCPA rights and how to exercise them, as well as three 
separate lists of the categories of consumer personal information that the business has (1) 
collected, (2) sold, or (3) disclosed.

• CPRA – Enshrines into law (1) the categories of third parties to whom the information was 
disclosed or sold, (2) identification of the business or commercial purpose for collecting or 
selling personal information, and (3) identification of the categories of sources from which the 
personal information is collected.



When Can You Reply “No, sorry”?

▪ ERI may include information that a business needs to keep 
confidential, such as:

• raw feedback on performance appraisals

• investigation activities

• hire/fire/disciplinary decisions

▪ Review policies and procedures for the ability and process for 
redacting certain personal or confidential information from 
responses to access requests

▪ HIPAA (health privacy) and Fair Credit Reporting Act (e.g. 
credit/background check) are outside the CPRA scope



Exemptions – Legal Compliance

▪ Comply with a legal obligation.

▪ This could be construed broadly to include government 
requirements as part of a regulatory investigation, document 
retention obligations, discovery in civil lawsuits and other 
obligations created by the government, its laws and the 
judicial system (whether in the courts or other systems such 
as mediation).



Exemptions – Expected Internal Uses

▪ To enable solely internal uses that are reasonably aligned with 
the expectations of the consumer based on the consumer’s 
relationship with the business.

▪ This exemption protects information from deletion that is 
solely used internally and is aligned with consumer 
expectations. It is perhaps best interpreted as a type of 
“legitimate interests” exemption from the right to delete.

▪ ERI examples might encompass the metadata in files, prior 
versions of org charts and workforce administration files.



Exemption – Other Internal Uses

▪ Otherwise use the consumer’s personal information, 
internally, in a lawful manner that is compatible with the 
context in which the consumer provided the information.

▪ This catch-all exemption may ultimately be similar in scope to 
the exemption for solely internal uses. We await guidance in 
the final CPPA regulations on what situations this exception 
applies to which are different than the Expected Internal 
Uses.



Exemptions – Transactional 

▪ Complete the transaction for which the personal information was 
collected, provide a good or service requested by the consumer, or 
reasonably anticipated within the context of a business’s ongoing 
business relationship with the consumer, or otherwise perform a 
contract between the business and the consumer.

▪ The complexity of retaining personal information under this 
transactional exemption is that it requires a case-by-case 
examination of the information to determine whether it will be 
needed in the future. It does not provide a business with carte 
blanche to keep the customer’s information.

▪ ERI example could be a consumer submitting a post-termination 
claim whether for health, wages, or a reference.



Exemptions – CalECPA Compliance

▪ The California Electronic Communications Privacy Act 
(CalECPA) requires state law enforcement to obtain before 
they can access certain electronic information. To the extent 
that the request is properly limited and specific, it may result 
in the equivalent of a litigation hold and thus an obligation 
not to delete the information in scope.

▪ Why this is not part of the broader “compliance with law” 
exemption is curious, but the CA legislature saw fit to call it 
out as a separate exemption.



Exemptions – Free Speech

▪ Exercise free speech, ensure the right of another consumer to 
exercise his or her right of free speech, or exercise another right 
provided for by law.

▪ Free speech and the right to be forgotten have been previously said 
to be on a collision course. This exemption favors free speech in the 
conflict. It is expected to protect discourse published online by a 
company or its users from the requirement to delete it. It appears 
to be a direct response to the broad European right to be forgotten.

▪ Although untested to date, the free speech exemption might apply 
to ERI in the context of internal reports and complaints, harassment 
claims and performance review feedback.



Exemptions – Security 

▪ Detect security incidents, protect against malicious, 
deceptive, fraudulent, or illegal activity; or prosecute those 
responsible for that activity.

▪ The security exemption offers covered businesses the ability 
to maintain server logs and other information used to detect 
and prevent security incidents. Note that the information is 
not limited to cybersecurity data but could extend to 
information about individuals entering or exiting a building 
used by facial recognition software.



Exemptions – Errors and Debugging

▪ This exemption permits companies to keep server logs and 
other data to identify and fix errors in their software 
programs. Note that the information is only allowed to be 
kept and used to identify and repair problems with existing 
functions and it does not provide an exemption for data that 
could be used to create new functionality.

▪ It is noteworthy that the CCPA does not restrict the processing 
of such information to intended functionality if it has a dual 
role. Nevertheless, the information must be “necessary” for 
debugging in order to fall within the exemption to the right of 
erasure.



AI… It’s All Fun and 
Games until Someone 

Gets Hurt



AI in the Workplace

▪ Employers may rely on different types of software that incorporate algorithmic 
decision-making at a number of stages of the employment process. Examples include: 

• resume scanners that prioritize applications using certain keywords; 

• employee monitoring software that rates employees on the basis of their keystrokes 
or other factors; 

• “virtual assistants” or “chatbots” that ask job candidates about their qualifications 
and reject those who do not meet pre-defined requirements; 

• video interviewing software that evaluates candidates based on their facial 
expressions and speech patterns; and 

• testing software that provides “job fit” scores for applicants or employees regarding 
their personalities, aptitudes, cognitive skills, or perceived “cultural fit” based on 
their performance on a game or on a more traditional test. 

▪ What could possibly go wrong?



Data and Algorithms at Work

▪ Apparently, plenty of things in the context of employment privacy and more 
broadly worker rights. 

▪ In 2021, the University of California – Berkeley Labor Center published a 
whitepaper entitled “Data and Algorithms at Work: The Case for Worker 
Technology Rights”, which summarized several concerns including discrimination, 
work intensification and health and safety harms, deskilling and job loss, loss of 
privacy, loss of autonomy and dignity, lower wages and less economic mobility, 
suppression of the right to organize and increased contingent work.

▪ Bernhardt, A; Kresge, L; and Suleiman, R, Data and Algorithms at Work: The Case 
for Worker Technology Rights (US Berkeley Labor Center, Nov. 2021) (“Algorithms 
at Work”). 

• In addition to nearly 90 endnotes, the authors provide about 170 references to 
other source materials. 



EEOC Technical Assistance Document

▪ May 2022 Technical Assistance Document (TAD) issued jointly by the Equal 
Employment Opportunity Commission (EEOC) and the Department of 
Justice (DOJ)

• Does not have the force of law or policy

• Discusses how existing ADA requirements may apply to the use of artificial intelligence (AI) in 
employment-related decision making and offers promising practices for employers to help with 
ADA compliance when using AI decision-making tools

• The individual has the responsibility of notifying the employer of an accommodation request 
but the employer is obliged to ease and facilitate that communication

• EEOC suggests that an employer clearly indicate that reasonable accommodations, including 
alternative formats or tests are available; that an employer provide clear instructions on how to 
request an accommodation; and that in advance of any assessment, the employer explain to all 
taking the assessment the traits the assessment seeks to measure, how those traits will be 
measured, and the disabilities if any that might potentially lower the resulting assessment



EEOC Technical Assistance Document 
(cont’d)

▪ EEOC closes out the TAD with a series of “Promising Practices 
for Employers”, which delivers guidance on the technical and 
administrative ways in which an employer might not only do 
the right thing but also stay out of the enforcement cross hairs 
of the EEOC and DOJ

▪ Impact of the TAD is to require that any U.S. employer actually 
understand the technology that it uses and think through the 
ways in which the technology might unintentionally weed out 
applicants and employees with recognized disabilities



Preparation



To Do List

▪ Update privacy notices for ERI

▪ Amend agreements with service providers that handle ERI to reflect the 
CPRA requirements

• Benefits providers

• Payroll providers building managers

▪ Update data maps if not covered by any prior data mapping exercises

▪ Update internal policies and procedures for processing requests from CA 
consumers re ERI and access, correction and deletion rights

▪ Include a training policy that incorporates documentation of training and 
evidence of participation by everyone who has responsibility for ERI

▪ Understand your AI tools
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